
International Journal of Engineering Science  and Computing, January 2017         4205                                                               http://ijesc.org/ 

          
ISSN XXXX XXXX © 2017 IJESC                                                                                                   

                                                       
 

 

Mitigation of Security Attacks using Dark-Pots Implementation 

Using HoneyPots 
Richard Joseph

1
, Himanshu Acharya

2
, Nihal Bangera

3
, Anjali Chachlani

4
, Dhiren Chandnani

5
 

Computer Department, VESIT, Mumbai, India  

Abstract: 

In today’s world, internet serves as a critical platform for both service providers and consume rs. Thus, it's critical for network 

administrators to shield their servers from different security dangers and intrusions. One of the methods implemented for network 

security is the use of honeypots. However, with the increasing level of sophistication in network attacks, honeypots have become 

a bit outdated. We aim to create a better and robust implementation of honeypots to secure the network from prevalent network 

attacks. 
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I. INTRODUCTION 
 

Honey Pot Frameworks are decoy servers or frameworks that 
are setup to gather data around an attacker or intruder into 

your framework. We ought to recollect that Honey Pots are an 
additional level or framework. Honey Pots can be setup inside 

or outside of a firewall outline or even in the greater part of 
the areas despite the fact that they are regularly sent within a 

firewall for control purposes. As it were, they are variations of 

standard Intrusion Detection System (IDS) yet with to a 
greater extent an emphasis on data gathering and duplicity. 

 

 
Figure.1. Data gathering and duplicity 
 

I. EAS E OF US E 

 
A Honey Pot framework is setup to be less demanding prey 

for attackers than genuine creation frameworks however with 

minor system alterations so that their action can be logged or 
traced. The main point is that once an intruder breaks into a 

framework, they will return for repeated visits. Amid these 
repeated visits, extra data can be accumulated and extra 

attempts at record, security and framework access on the 
Honey can be observed and saved. For the most part, there are 

two famous reasons or objectives behind setting up a Honey 

Pot:  
 

1. Learn  how attackers test and try to access your systems. 
The general thought is that since a record of the attacker's 

exercises is kept, you can pick up knowledge about assault 
techniques to better secure your real system.  

2. Gather scientific data required to help in the catching of 
intruders. This is the kind of data frequently expected to give 

law requirement authorities the points of interest expected to 
prosecute. 

 

II. METHODS  AND PROCEDURES  

 
A. how honeypots work 

 
Honeyd (see Figure 1) is a way to implement honeypots, 

which checks unused IP space, instead of a single IP address. 
 

  
Figure.2. How Honeyd Works 

 

Any traffic or connection attempt made to an unassigned IP 
address is in all likelihood unapproved or unlawful action. 

This exponentially expands a honeypot's capacity to 
distinguish unauthorized activ ity. When somebody tries to 

speak with an unused IP, Honeyd--which is introduced on a 
solitary PC - makes a virtual honeypot that interfaces with the 

intruder. Honeyd likewise has the ability to distinguish action 

on any TCP/UDP port, regardless of the possibility that the 
association is encoded or uses IPv6 to passage movement.  

While advancements, for example, Honeyd deliver the 
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adaptability issue to some degree, honeypot farms guarantee to 

be a leap forward innovation.  

In future, organizations won't convey honeypots on their 

systems. Rather, they'll essentially send an equipment gadget 
that screens unused IP addresses, like Honeyd, and diverts all 

intruder activity to a solitary group of honeypots (see Figure 
2). Bring ing together the hardware takes care of the issue of 

sending and keeping up honeypots on the system. Truth be 

told, we're probably going to see this offered as an 
administration, with managed security service providers 

(MSSPs) keeping up farms for customers.  
 

 
Figure.3. How a Honeypot Farm Works 

 
Honeypot farms will rearrange organization - every one of 

your honeypots will be in one area, where they can be 
checked. Suppose, for instance, a noteworthy automobile 

producer needs to deploy honeypots on the majority of its 

systems around the globe. That is a nightmare. In any case, 
with farms, every one of the honeypots are physically situated 

at the organization's base camp and kept up by security 
authorities. Administrators will essentially deploy devices on 

the local systems to divert unapproved activity to the farm.  
Instead of bringing the honeypot to the attacker, attackers in 

the future will be directed to the honeypot. 

 

III. DARK – POTS 

 


Figure.4. Dark _Pots  

So essentially a Dark – Pot comprises of 3 Main Components:  

1)  Vacancy Checker: This part principally screens 

every one of the packets it recieves and thereby checks the 

system for a particular patterns based on utilization of each 

unused IP address to guarantee its vacancy. We take note that 

vacancy checker utilizes the data received from a network 

administrator as a source of unused IP addresses. It facilitate 

twofold checks the traffic patterns to guarantee the accuracy.  

 

2)  Forwarder: A key function of the forwarder is to 

group bundles as legitimate and sham. Sham parcels are the 

ones that are bound for unused IP addresses. After accepting 

an IP bundle, it first checks whether the IP address of the 

packet is recorded in the unused IP records (i.e ., fake). In the 

event that the IP address is recorded in both of the records, it 

modifies the destination MAC address to the respective 

analyzer server and sends it out on a wire. 

 

3) Analyzer: The analyzer is a framework that receives 

forwarded packets and logs for further investigation. 

Somet imes, the analyzer sends a response to approaching 

packets for additional review of the sensor's conduct. There 

are 3 sorts of sensing which the analyzer is going to do:  

 

Passive sensors act like a sensor machine in the darknet. It 

never reacts to any approaching packets. In any case, every 

single inbound packet are logged for further investigation.  

 
Active Sensors sits tight for TCP SYN bundle and reacts it 

with a TCP SYN/ACK response. In the wake of sending the 

SYN/ACK packet, it disposes of the connection thus won't 

send any packets. In this manner, it makes half-open TCP 

associations which is valuable in looking at the potential 

foundation of the attack.  

 
Interactive Mode finds out vulnerabilit ies of major Operating 

Systems. We use Nepenthes as an execution medium. 

Nepenthes imitates real vulnerabilities like MS04-012 and 

MS02-039. We empowered a logging capacity module to 

record download endeavors (logging download) and effective 

downloads (logging accommodation), while catching all 

packets utilizing TCP-dump. 

 

IV. DETAILED DES IGN  

 

 
Figure.5. Detaled Desing 

 

The normal level DFD is expanded in this. Firstly, the packets 

from the outer networks are sent to the Forwarder. Then, 

forwarder checks whether the IP address of the received 
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packet is a used IP or unused IP using the database consisting 

of a list of unused IP addresses. If it is a packet intended for 

the used IP address, router forwards it to its destination in the 

inner networks. If it is a packet intended for an unused IP 

address, it is then sent to the Dark-pots network for further 

analysis. 

 

V. CONCLUS ION 

 

The existing honeypot solutions are prone to compromise 

from various anti-honeypot tools which can easily detect their 

existence and render them useless, thereby risking intrusion 

into the network. Our solution keeps the honeypot network 

hidden from such tools and hence increases the security of the 

network from external attacks. Using this hidden network, we 

can monitor the incoming traffic and prevent any attacks from 

harming the system. 
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